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Publication Date: 09/11/2026 12:00 PM PDT

Description:

Kiro IDE is an agentic development environment that makes it easy for developers to ship real engineering
work with the help of AI agents.

We identified , where the Kiro agent could modify a workspace's settings file in an untrusted
workspace in Kiro IDE. A specially crafted repository could use this to point the Kiro Powers registry URL, which
Kiro fetches when the Powers panel is opened, at an external endpoint, sending potentially sensitive
workspace data to that endpoint. Kiro presented the edit to the user for approval, showing the inserted data
and the URL, but the file was already written to disk, so opening the Powers panel before responding to the
prompt made the request anyway.

Impacted versions: Kiro IDE < 0.8.135

Resolution:

This issue has been addressed in  and greater. We recommend upgrading to the latest
version and rotate any credentials present in a project opened on an earlier version.

Workarounds:

None.

References:

Please email  with any security questions or concerns.

Learn

Resources

Developers

Help

Amazon is an equal opportunity employer and does not discriminate on the basis of protected veteran status, disability
or other legally protected status. Veterans, military spouses, and people with disabilities are encouraged to apply.

CVE-2026-89332

Kiro IDE version 0.8.135

CVE-2026-89332

aws-security@amazon.com

Create an AWS account

English

Back to top

https://x.com/awscloud
https://www.facebook.com/amazonwebservices
https://www.linkedin.com/company/amazon-web-services/
https://www.instagram.com/amazonwebservices/
https://www.twitch.tv/aws
https://www.youtube.com/user/AmazonWebServices/Cloud/
https://aws.amazon.com/podcasts/?nc1=f_cc
https://aws.amazon.com/preferences/email/manage?nc1=f_icon
https://www.cve.org/CVERecord?id=CVE-2026-89332
https://kiro.dev/changelog/ide/0-8/#patch-0-8-135
https://www.cve.org/CVERecord?id=CVE-2026-89332
mailto:aws-security@amazon.com
https://signin.aws.amazon.com/signup?request_type=register
https://aws.amazon.com/?nc2=h_home


© 2026, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Privacy Site terms Your Privacy Choices Cookie Preferences

https://aws.amazon.com/privacy/?nc1=f_pr
https://aws.amazon.com/terms/?nc1=f_pr
https://aws.amazon.com/security/security-bulletins/2026-111-aws/
https://aws.amazon.com/security/security-bulletins/2026-111-aws/
https://aws.amazon.com/security/security-bulletins/2026-111-aws/

