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CVE-2026-89090 - Denial of service in the event stream header decoder in
AWS SDK for Go v2

Bulletin ID: 2026-110-AWS

Scope: AWS

Content Type: Important (requires attention)
Publication Date: 09/11/2026 10:00 AM PDT

Description:

An issue exists in the the EventStream header decoder in AWS SDK for Go v2 in versions predating 2026-03-
23. An actor can send a malformed EventStream response frame containing a crafted header value type byte
outside the valid range, which can cause the host process to terminate.

Impacted versions: < 2026-03-23
Resolution:

This issue has been addressed in versions 2026-03-23 and above. We recommend upgrading to the latest
version and ensuring any forked or derivative code is patched to incorporate the new fixes.

Workarounds:
Not applicable.
References:

e CVE-2026-89090
e GHSA-xmrv-pmrh-hhx2

Please email aws-security@amazon.com with any security questions or concerns.
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https://github.com/aws/aws-sdk-go-v2/releases/tag/release-2026-03-23
https://github.com/aws/aws-sdk-go-v2/releases/tag/release-2026-03-23
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https://github.com/aws/aws-sdk-go-v2/security/advisories/GHSA-xmrv-pmrh-hhx2
mailto:aws-security@amazon.com
https://aws.amazon.com/?nc2=h_home

G TS

Resources
Developers

Help

DS

Amazon is an equal opportunity employer and does not discriminate on the basis of protected veteran status, disability
or other legally protected status. Veterans, military spouses, and people with disabilities are encouraged to apply.
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